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Abstract— A new cryptographic watermarking embedding
technique is proposed in this paper. The proposed method is
very simply and efficient. It can be applied to digital image wa-
termarking in both spatial domain and spread spectrum domain.
Our security analysis and performance analysis demonstrate that
the proposed watermark method provides a good transparency,
robustness and security.

I. INTRODUCTION

Powerful computer processor and high speed computer
networking have made duplication and distribution of multi-
media data easy and costless. However, it also made copyright
protection of digital media challenge and urgent. To address
this issue, a number of applications have emerged recently [2],
[3], [5], [8] that require to embed one signal, sometimes called
an “embedded signal”, or “watermark,” within another signal,
called a “host signal”. The host signal is usually images, video,
or audio that are distributed in digital format. The embedding
must be done in a way such that the embedded signal is “hid-
den”, i.e., cause no serious degradation to its host (perceptual
transparency/fidelity). Meanwhile, the embedded signal must
be robust to common degradations of the watermarked signal
and survive whenever the host signal does including benign
processing and transmission degradation as well as malicious
attacks (robustness). Moreover the embedded watermarking
procedure must be secure so that an unauthorized user must
not be able to detect the presence of embedded signal, let alone
remove the embedded data (security).

The embedded signal either notifies a recipient of any copy-
right or licensing restrictions or inhibits or deters unauthorized
copying. For example, this embedded signal could be a digital
“fingerprint” that uniquely identifies the original purchaser of
the copyrighted work. If illicit copies of the work were made,
all copies would carry this fingerprint, thus identifying the
owner of the copy from which all illicit copies were made.

In some applications, the original signal may be required
to extract the embedded data. While in other applications, the
original host signal may not be accessible. The extraction of
watermark in this case is called blind watermark extraction.
The inability to access the original signal limits the amount
of data that can be embedded in a given host signal. It also
renders data extraction more difficult.

In this paper, a cryptographic watermark embedding tech-
nique based on discrete logarithm is proposed. The proposed
watermark method can be efficiently applied in both spatial

domain and spread spectrum domain alike to achieve high
robustness under some of the major security watermark attack
techniques.

This paper is organized as follows: Discrete logarithm is
introduced in the next section. Section III and section IV are
concerned with digital image watermark in spatial domain
and spread spectrum domain, respectively. In section V, the
security analysis is provided, while performance analysis and
simulation results are provided in section VI.

II. DISCRETE LOGARITHM

One-way function plays an important role in modern cryp-
tography. A one-way function is based on a one-way property,
which can be characterized as a relation f : X → Y that is
easy to do, but very difficult or even impossible to undo. More
specifically,

1) For any given x ∈ X , y = f(x) can be efficiently
computed.

2) Given y = f(x) for some x ∈ X , it is computationally
difficult, or infeasible, to compute an x ∈ X .

Let p be a prime, and α be a primitive root mod p (i.e.,
a generator for Z∗

p). The function fα,p : Z∗
p → Z∗

p (mod p)
defined by fα,p(x) = αx (mod p) is a permutation of Z∗

p

that is computable in polynomial time. The discrete logarithm
(index finding) problem with parameters α and p consists in
finding for each y in Z∗

p the index x in Z∗
p such that αx

(mod p) = y. A (probabilistic) procedure P[α, p, y] solves
the discrete logarithm problem if for all primes p, for all
generators α for Z∗

p, and for all y in Z∗
p, P[α, p, y] = x in

Z∗
p such that αx (mod p) = y.
Discrete logarithm problem in a cryptographic setting is

that finding discrete logarithms is difficult, but the inverse
operation of exponential can be computed efficiently. In other
word, exponential is a one-way function in Z∗

p when p is a
large prime.

In this paper, we will first propose a new method to
randomly select a subset of the bits based on discrete logarithm
for watermark embedding. The proposed algorithm is then
applied to image watermarking in spatial domain and spread
spectrum domain.

III. SPATIAL DOMAIN IMAGE WATERMARKING

In spatial domain, watermarking is embedded into indi-
vidual pixels. The variation to individual pixels could cause
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highlighted spots and make the watermark perceptually de-
tectable if the variation in the applied pixel is distinct apart
from the neighboring pixels. The popular approach is to embed
watermark information only to the pixels with values large
than a threshold. However, the drawback of this method is
that it is not very robust in blind watermarking recovery since
even a simple manipulation of the pixels larger than the given
threshold could possibly render the whole watermarking from
being recovered.

Let h be an host image of size hx×hy ×hz , where hx×hy

is the size of the image while hz is one in gray or three in
color. Let lh = hxhyhz , then h can be converted to a bit
array of length Lh = 8lh. Similarly, the watermark image w
of size wx×wy ×wz can be translated to a bit array of length
Lw = 8lw, where lw = wxwywz .

Lemma 1: Let p be a prime and α a primitive element in
Zp. Suppose a, b ∈ Zp are randomly selected integers such
that (p − 1) � bi for any 1 ≤ i ≤ l, then

αa, αa+b, αa+2b, · · · , αa+(l−1)b (mod p),

are all different.
Proof: Since (p − 1) � bi for any 0 ≤ i < l. Suppose

that for some 1 ≤ i, j ≤ l we have αa+ib = αa+jb

(mod p), that is αb(i−j) = 1 (mod p). According to Fermat’s
Little Theorem, we have (p − 1) � b(i − j). This contradicts
to the assumption. Therefore, αa, αa+b, αa+2b, · · · , αa+(l−1)b

(mod p) are all different.
Lemma 2: [4] Zp contains φ(p − 1) primitive elements,

where φ is the Euler’s function and indicates the number of
integers n with 1 ≤ n ≤ p − 1 that are relatively prime to
p − 1.

According to Lemma 1 and Lemma 2, it requires to compute
at least φ(p− 1) ∗ (p− 1) ∗ (p− 1)/Lw ∗Lw = (p− 1)2φ(p−
1 different discrete logarithm as well as the corresponding
image recover process in order to fully recover the embedded
watermark. These two lemmas give a way to randomly select
Lw indices from p − 1 indices for watermark embedding.

In this section, we will develop watermark embedding
algorithms based on Lemma 1 and Lemma 2 to randomly
select Lw bits from the host image h and replace these bits
with the watermark bits. This approach can be implemented
very efficiently and effectively in both spatial domain and in
spread spectrum domain.

A. Embedding without Threshold

As is well known, the balance between robustness and
fidelity is always a challenge issue that must be dealt with
in digital watermark. In spatial domain, if watermark is
embedded at the least significant bits (LSBs), the watermarked
image generally maintains a high fidelity and is imperceptible.
However, the watermark is not robust and can be destroyed
without severely impact the image fidelity. On the other hand,
if the watermarking is embedded in the most significant
bits (MSBs), the watermark is generally robust, however, it
sacrifices the fidelity.

To balance between robustness and fidelity, in this section,
watermark will be embedded in the four middle bits. The host
image is converted to a binary matrix of size H = lh × 8.
Let Hs be the matrix generated by extracting the four middle
columns in matrix H . Hs can then be reshaped to a bit-string
of length 4lh, where the Lw bits generated from the watermark
w will be embedded.

It is essentially to limit the ratio between watermark size
and the host image size to a certain range. An excessive large
watermark will make the watermark perceptually visible. That
is the embedding ratio (EBR)

EBR =
Lw

Lh
= 2

lw
lh

should be small. Simulation results demonstrate that as long
as the EBR is below 5%, the watermarked image generally
maintains a very high perceptual transparency and robustness.

To improve efficiency, let p be the largest prime that is
smaller than lh. Select α, a, b according to Lemma 1 and
Lemma 2 and compute the following watermark indices

αa, αa+b, αa+2b, · · · , αa+(Lw−1)b (mod p). (1)

Circulate equation (1) in matrix H from column 1 to column
4. This approach enables that the watermark information be
embedded into the four middle bits evenly. The embedded
algorithm can be formally described as follows:

Algorithm 1 – Watermark embedding

1) Reshape the host image h of size hx × hy × hz to an
integer string of size lh, where each integer is from 0 to
255.

2) Convert each integer from decimal to binary to generate
a binary matric of size H = lh × 8.

3) Select the four middle columns from H , denote it as
Hs = lh × 4.

4) Select the largest prime smaller than lh, denote this
prime as p.

5) Select a primitive element α (mod p) and the secret key
a, b satisfying Lemma 1.

6) Calculate the watermark indices in equation (1).
7) Reshape the watermark indices to a 4 × 2lw matrix S.
8) Update the matric S by multiplying the four rows of S

by a factor of 4 and then subtract 3,2,1 and 0 from each
row of the 4 rows respectively.

9) Reshape S to a row matrix.
10) Reshape the watermark image of size wx ×wy ×wz to

an integer string of size lw, where each integer is from
0 to 255.

11) Convert each integer from decimal to binary to generate
a binary matrix and then reshape it to a bit-string of size
Lw.

12) Substitute the H(r, s) item in the matrix H with the rth
bit in w, where r = αa, αa+b, αa+2b, · · · , αa+(Lw−1)b

(mod p) and s repeatedly takes 1,2,3 and 4.
13) Reverse Step 2) and Step 1). The reconstructed image

is the watermarked image.
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The watermark extraction follows directly from the water-
mark embedding algorithm described in algorithm 1 and can
be described as follows:

Algorithm 2 – Blind watermark extraction

1) Repeat from Step 1) to Step 9) in Algorithm 1 for the
watermarked image.

2) Extract the (r, s) item in the matrix H with the rth
bit in w, where r = αa, αa+b, αa+2b, · · · , αa+(Lw−1)b

(mod p) and s takes 1,2,3 and 4 repeatedly.
3) Convert the extracted bit-string to integers from 0 to 255

and then reshape it to a image of size wx × wy × wz .

B. Embedding with Threshold

Algorithm 1 and algorithm 2 can be slighted modified for
spatial domain watermark embedding with a given threshold so
that watermark signal is only embedded at the pixels large than
a given threshold. Embedding watermark at the pixels large
than a given threshold can generally assure a high transparency
because this approach can effective limit the maximum pixel
variation of the host image. This method can also retain the
high robustness of the watermark. However, this approach may
generally require access to the host image in order to extract
the watermark. This is because the subset of the pixels meeting
the criteria for the threshold and/or the sequential orders may
be varied by a slight manipulation of the watermarked image.

Algorithm 3 – Watermark embedding at the pixels large
than the threshold T

1) Reshape the host image h of size hx × hy × hz to an
integer string of size lh, where each integer is from 0 to
255.

2) Select the pixels large than the threshold T . Let t be the
total number of such integers.

3) Convert the integers from decimal to binary to generate
a binary matric H of size t × 8.

4) Select the 4 middle columns from H , denote the ob-
tained t × 4 matrix as Hs.

5) Select the largest prime smaller than t, denote this prime
as p.

6) Select a primitive element α (mod p) and the secret key
a, b satisfying Lemma 1.

7) Calculate the watermark indices in equation (1).
8) Reshape the watermark indices to a 4 × 2lw matrix S.
9) Update the matric S by multiplying the four rows of S

by a factor of 4 and then subtract 3,2,1 and 0 from each
of the 4 rows respectively.

10) Reshape S to a row matrix.
11) Reshape the watermark image of size wx ×wy ×wz to

an integer string of size lw, where each integer is from
0 to 255.

12) Convert each integer from decimal to binary to generate
a binary matrix and then reshape it to a bit-string of size
Lw.

13) Substitute the H(r, s) item in the matrix H with the rth
bit in w, where r = αa, αa+b, αa+2b, · · · , αa+(Lw−1)b

(mod p), s repeatedly takes 1,2,3 and 4.

14) Reverse Step 2) and Step 1). The reconstructed image
is the watermarked image.

Algorithm 4 – Watermark extraction

1) Repeat the steps from 1) to 9) in Algorithm 3 for the
watermarked image.

2) Extract the H(r, s) item in the matrix H with the rth
bit in Lw, where r = αa, αa+b, αa+2b, · · · , αa+(w−1)b

(mod p), s = 1, 2, 3, 4, 1, 2, 3, 4, ..., 1, 2, 3, 4. That is s
repeatedly takes 1,2,3 and 4.

3) Convert the extracted bit-string to integers from 0 to 255
and then reshape the integer string to a image of size
wx × wy × wz .

IV. SPREAD SPECTRUM WATERMARKING

Watermarking in spatial domain embeds watermark to indi-
vidual bits, which results in variations to individual pixels. The
variation of individual pixels tends to cause highlighted spots
that are perceptually detectable due to the “local” host image
variation. While in spread spectrum domain, watermark signal
is embedded into the spectrum of the host images generated
through fast Fourier transform (FFT). The embedded water-
mark impact all the host image pixels globally. This is because
that the variations to the spreading spectrum of the host image
will a direct impact to all the image pixels under the inverse
FFT (IFFT) operation. Therefore, as long as the embedded
watermark is small comparing to the host image, it is hard
for the embedded watermark to be perceptually detected. This
means that the watermark has a good (transparency).

However, because the image pixels should be integers
from 0 to 255, under the operations of IFFT, the watermark
embedded host image may not even be integers. Even the most
accurate operation will bring some distortions to the embedded
watermarks. Considering that the purpose of watermarking is
not to recover the accurate watermark image, this approach
should be acceptable as long as the watermark image is clearly
visible and can be ambiguously identified.

In this section, we will apply our proposed random em-
bedding to spread spectrum domain. Theoretic analysis and
simulation results demonstrate that our proposed algorithm can
achieve good robustness, transparency and watermark security.

A. Spread Spectrum Image Watermarking

In spatial domain watermark embedding, we simply replace
the individual host image bits with the watermark bits. A
similar approach watermark embedding in spread spectrum
domain may cause dramatic perceptual impact to the host
image. It could also render the watermark from being suc-
cessfully recovered. However, instead of replace the original
“host” image element, we can add the watermark signal to the
host image in the spread spectrum domain.

To minimize the local impact and truly enforce the globality,
prior to applying the FFT operation, the host image is first
reshaped to a long integer string. The algorithm can be
described in the following algorithm.

Algorithm 5 – Watermark Embedding
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1) Reshape the host image and the watermarking image to
integer sequences h and w of size lh and lw respectively,
where each integer is from 0 to 255.

2) Apply FFT to sequences h and w, and let Fh ←
FFT (h),Fw ← FFT (w).

3) Select the largest prime smaller than lh, denote this
prime as p.

4) Select a primitive element α (mod p) and the secret key
a, b.

5) Calculate the embedding indices according to equation
(1).

6) Update sequence Fh by adding sequence Fw to it at
indices generated in the Step 5).

7) Apply IFFT to Fh to regenerate the watermarked array
hw.

8) Reshape hw back to the original image size to recon-
structed watermarked image.

V. SECURITY

The security of the watermark relies on the selection of the
integers α and the security parameter a and b. In the proposed
algorithm, α can take any one value from a set of φ(p − 1)
different values, where p is in the scale of 1/2 of the number
of bits required to represent the host image. a and can be any
number from 1 to p, while b can take one of (p−1)/Lw value
according to Lemma 1.

To take whether one randomly selection triple (α, a, b) is
the right secret key, one needs to extract all the Lw bits from
the watermarked image, which requires together Lw discrete
logarithms. In summary, to fully determine the secret keys
for a embedded watermark in a particular image, it requires
altogether φ(p−1)∗(p−1)∗(p−1)/Lw ∗Lw = (p−1)2φ(p−
1) different discrete logarithm and the corresponding image
recover process to fully recover the embedded watermark.
As an example, for a 512 × 512 true 24-bit color image, it
requires 124514889179848506880 ≈ 1.2451 × 1020 discrete
logarithm. Even for the fastest computer, this will take a
long time which is generally most costly than the value
of the picture. Therefore, this simple watermark embedding
algorithm is suitable for general commercial digital media
copyright protection.

VI. PERFORMANCE ANALYSIS AND SIMULATION RESULTS

In this section, the performance of the proposed cryptog-
raphy random watermark embedding technique is analyzed.
Simulation results are also provided to demonstrated the
robustness and fidelity of the proposed watermark embedding.

It is inevitable that the watermark will create some distortion
to the host image. To evaluate the quality of the embedded
watermark and measure the distortion, mean-square error
(MSE) and peak signal-to-noise [2], [3], [6], [7] are introduced
as follows to measure the image distortion and the robustness:

MSE =
1
L

∑

k∈S

|αk − βk|2,

where L is the total number of pixels in the host image, S is
the set of indices of all the pixels.

The peak signal-to-noise ratio (PSNR) is defined as follows:

PSNR = 10 log10

2552

MSE
(dB).

For spatial domain watermarking, by limiting that the water-
mark information only be embedded to the 4 middle bits, it can
provide a nice balance between transparency and robustness.
For instance, the simple tamper of the least significant bit will
not impact the watermark signal at all, while keeping the 2
most significant bits unaltered controls the maximal impact
that watermark may bring to the host image.

The statistics analysis demonstrated that our proposed
method can achieve a very good probability distribution in
the locations for watermark information embedding. A good
randomness assures that the embedded watermark to be robust
to the attacks that impact only part of the images, such as crop-
ping. Our proposed algorithm can also make the watermark
hard to be detected [1].

In the following simulations, the watermark used was the
familiar “mandrill” image often employed in image processing
research. To recover the watermark and the host image,
the watermarked image was fed directly to the watermark
extraction algorithm without changing it in any way. The
simulation results in Fig. 1 show that embedding watermark
in spread spectrum can achieve very good robustness under
least significant bit destroy, Gaussian noise, salt and pepper
noise, and speckle (multiplicative) noise. It also demonstrated
great robustness under cropping.

In Fig. 2, the watermark and the host image used were the
same as in Fig. 1. However, it is necessary to access the host
image in order to recover the watermark and the host image.
The simulation results also show that embedding watermark
in spread spectrum can achieve very good robustness under
least significant bit destroy, Gaussian noise, salt and pepper
noise, and speckle noise. The watermark is also robust under
JPEG image compression at a compression rate 85%.

The watermark size must be smaller than the host image
size. In order to maintain a good transparency, it is necessary to
limit the size of the watermark to be not excessively large than
5%. In spatial domain case, an excessively large watermark
may expose some highlighted spots in the watermarked image,
while in spread spectrum situation, an oversize watermark may
leave some wavelike marks in the watermarked image.

VII. CONCLUSION

A new cryptographic watermarking embedding technique is
proposed in this paper. The proposed method is very simply
and efficient. It can be applied to digital image watermarking
in both spatial domain and spread spectrum domain. Our
security analysis and performance analysis demonstrate that
the proposed watermark method provides a good transparency,
robustness and security.
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

(i) (j)

Fig. 1. Watermarked image and the recovered watermark: (a) original
(MSE=7.07, PSNR=44.41), (b) Destroyed the 3 LSBs (MSE=24.64,
PSNR=38.99), (c) Destroyed the 4 LSBs (MSE=84.43, PSNR=33.64),
(d) Destroyed the 5 LSBs (MSE=324.54, PSNR=27.79), (e) Cropped
the low 1/3 (MSE=3531.6, PSNR=17.42), (f) Cropped the right 1/3
(MSE=1330.7, PSNR=21.66), (g) Cropped the 50 outside pixels
(MSE=4552.6, PSNR=16.32), (h) Add Gaussian noise with covariance
0.0001 (MSE=13.63, PSNR=41.56), (i) Added “salt and pepper” noise with
density 0.2 (MSE=4050.3, PSNR=16.83), (j) Adds uniformly distributed
random multiplicative noise with mean 0 and variance 0.001 (MSE=30.39,
PSNR=38.07)
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